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Bridge PC Requirements

As of March of 2025, Carterra is requiring that all instruments be installed with what we are calling a
"Bridge PC." The purpose of this PC unit, whose details are laid out below, is to provide a buffer for the
instrument controller PC to prevent data loss induced by third-party software, Windows updates and an
over-tasked CPU due to background processes or applications. This allows the instrument controller
PC to remain unmodified and dedicated to data collection, as is intended. This route also allows the
platform to exist under any company-wide software or security requirements via the Bridge PC, without
any interruption to the function of the instrument controller PC.

The customer is required to supply the "Bridge PC" but we are happy to answer any questions or assist
with the implementation. We are certain the solution below provides the best protection from any
unwanted interruptions.

Hardware Required

*Bridge PC running Windows with Remote Desktop installed

*i7 or i9 or equivalent processor, 32GB RAM
* 2 network connections
* One GbE Ethernet for connection to the instrument PC.
* Another network connection for the connection to your corporate LAN.

* For a full screen experience, we recommend graphics capable of 3840 x 2160 resolution. The
display provided with the Instrument Controller can be used if the Instrument Controller also
remains connected to that display.

e Ethernet (CAT5/CATG6) cable.
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Connection Diagram
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1.0n the Instrument Controller, make sure that Remote Desktop is enabled.

* Click the Start button.
* Type “Remote Desktop”.

*Click Remote desktop settings in the search results.
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3. 0On the Instrument Controller, change the IP Address of the External connection to a private
IP address/subnet not used in your organization. (Example: 192.168.0.100/255.255.255.0)

4, Be sure that the Default gateway and DNS servers are blank.

+~ ﬂ Control Panel Network and Internet Network Connections
Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this co
- External O External P
L" : : w
=ar® _ int.carterra-bio.com

S Intel(R) 1210 Gigabit Network Con.. Metworking  Sharing General
Connect using: You can get IP settings assigned automatically if your network supports

P Intel(R) 1210 Gigabit Network Connection

This connection uses the following items

vl 'PCI\&N for Microsoft Networks

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(® Use the following IP address:

54 :?F\Ie and Printer Sharing for Microscft Netw T:addens: I ISR 00 |

) QoS Packet Scheduler Subnet mask: [255.255.255. 0

W g Intemet Protocol Version 4 (TCP/IPv4) - ;

[] g Microsoft Network Adapter Multiplexor Pre Default gateway: . . ’

¥ s Microsoft LLDP Protocol Driver

& s Intemet Protocol Version & (TCP/IPv6) Obtain DNS server address automatically
< (@) Use the following DNS server addresses:

Install.. Uninsta Preferred DNS server: |:

Description Alternate DNS server: |:
Transmission Control Protocol/Intemet Protocol

wide area network protocol that provides commi

across diverse interconnected networks. [[Jvalidate settings upon exit Advancad...

oK | oK Cancel

WARNING: Do NOT modify the Instrument connection.

L"' External strument
- : Zi
o Network Ihidentified network
@7 ASIX AX83179 USB 2.0 to Gigabit E... Wlarvell AQtion 10Gbit Network A...

5. Connect the Bridge PC Ethernet to the External connection on the Instrument Controller using

an ethernet cable. This connection will be labeled External on the back of the Instrument
Controller.

6. On the Bridge PC, configure the port connected to the instrument to have an IP on the same
subnet/mask that you used in step 3. (Example: 192.168.0.200/255.255.255.0)

*6.1. From the Bridge PC, you can ping the Instrument Controller’s External IP from step 1 to
ensure that the systems are connected.

7.Launch the Remote Desktop Connection application on the Bridge PC. This will open a dialog that
is used to configure the connection to the Instrument Controller, and open that connection.
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8. For Computer, enter the IP address of B Remote Desktop Connection -
the Instrument Controller’s External
connection from step 3. &.‘ Remote Desktop
>¢<) Connection
Computer:  |192.168.0.100 v
Username: MNone specified
You wil be asked for credentials when you connect.
I-_r Show Options Connect Help
!a = s
9. Click Show Options. | Remote Desktop
><) Connection
10. Under User name, enter rduser.
General Display Local Resources Experience Advanced
11. Check Allow me to save Logon settings
credentials to have the Bridge PC g Etrtmeemesifemrmiconpe
save the password for the rduser " Computer  [192.168.0.100 ~]
account.
User name: |rduser |
You will be asked for credentials when you connect.
Allow me to save credentials

12.Switch to the Local Resources tab.
13.Check Clipboard.

14.Check Printers if you want to be
able to print from the instrument PC
during your Remote Desktop
session.

15.Click the More... button to select drives
and other devices you want to use
while connected to the Instrument
Controller.

b Remote Desktop Connection —

General
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Display Local Resources Experience Advanced

Remote audio
B Conrfigure remote audio settings.

Keyboard

Settings...

Apply Windows key combinations:
Only when using the full screen M
Example: ALT+TAB

P e

Local devices and resources
. 7 Choose the devices and resources that you want to use in
#2W'ej| yourremote session.
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1610 the Local devices and resources that | Sa%e A= button to saue ihe connection
appears, select the drives that you want to 9

Mame

l Basler

l Dell Workstation Files

| Remote Desktop
“>¢) Connection

Local devices and resources l lssues
Choose the devices and resources on this computer that you want to St
use in your remote session. l LSA PC Image
Navigator Installs
[[]Smart cards or Windows Hello for Business A l 9
[CJWebAuthn (Windows Hello or security keys)
[(JPorts oller.rdp
=) || Drives T
=0 105 ) ssktop Files (*.RDP)
[~1Operations (0:)
[ivisser (U:)

Drives that | plug in later
| [# []Video capture devices

OK Cancel

be able to copy data to from your Remote Bridge PC, like the Desktop.

Desktop session. You can use these drives
to transfer files between the Bridge PC and
the Instrument Controller.

17.Return to the General tab.

18.Under Connection settings, click the
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computer and click Connect.
b Remote Desktop Connection —
19.After saving the RDP file, click Connect
to initiate the first Remote Desktop ;J_ Remote Desktop
connection from the Bridge PC to the >¢< Connection

Instrument Controller.
General Display Local Resources Experience Advanced
Logon settings

HL Enter the name of the remote computer.
Lome

Computer: |1?2.2{}.22.2 V‘

User name: |rduse-r |

You will be asked for credentials when you connect.

[~ Allow me to save credentials

Connection settings
Save the cument connection settings to an RDP file or open a
l saved connection.
Gven
(4 Hide Options Connect Help

20. Remote Desktop Connection will
ask if you trust the connection the
Instrument Controller. Check Don’t ask
me again for connections to this

This remote connection could ham your local or remote computer. Make sure that you trust the remote

computer before you connect.
% Type: Remote Desktop Connection
Remote computer: 172.20.22.2

[] Dont ask me again for connections to this computer

( 'f ' Show Details Connect Cancel
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21.Windows Security will ask for the password to the rduser account on the Instrument
Controller.
* Enter “rdpassword” (without quotes.)
* Check the box for Remember me (if
permitted by your corporate policie
* Click OK to continue connection.

Windows Security

Enter your credentials

These credentials will be used to connect to
rduser

v Remember me

22.Remote Desktop Connection will then show

a warning that the identify of the Instrument e
. ] . . s
Controller cannot be identified. This is {) The identity of the remote computer cannot be verfied. Do
/ you want to connect anyway? 1
normal.
e Check Don’t ask me again for The remote computer could not be authenticated due to problems with its !
. - security certificate. It may be unsafe to proceed.
connections to this computer e E
*Click Yes

] Name in the certificate from the remote computer:

Certfficate emors
The following emors were encountered while validating the remote
computer's certficate:

/4, The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

4] Dont ask me again for connections to this computer

View certfficate.... Yes No
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23.This will open a Remote Desktop Connection window showing the desktop on the Instrument
Controller.

24.0pen This PC on the through the Remote Desktop Connection, and you will see that the
drives on the Bridge PC are available. You can copy the data from completed experiments to

these drives for safekeeping and analysis.

il . '17 This PC

File Computer

4 M, ThisPC

Ok e Folders (4)

E Documents
Pictures i
B Pictures Local Disk (C: DVD RW Drive (H:)
. Logs 1
5B
l Navigator

M Desktop r Desktop E Documents ' Downloads
Downloads L)

Devices and drives (3)

25.For future connections to the instrument PC, the “Instrument
Controller.rdp” file placed on the Desktop can be double-clicked to connect

to the Instrument Controller without showing the Remote Dialog
connection setup dialog.

Y-
Controller....

Carterra technology is protected by the following patents and other patents pending:
8,210,119, 8,211,382, 8,383,059, 8,999,726, 9,682,372, 9,682,396, 10,825,548

© 2025 Carterra Inc. Carterra, the Carterra Logo and all other trademarks are property of Carterra unless otherwise specified.
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